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Abstract In this paper, we proposed an experimentally feasible new scheme for controlled
quantum secure direct communication in cavity quantum electrodynamics without apparent
joint Bell-state measurement. According to the results measured by the sender and the con-
troller, the receiver can obtain different secret messages in a deterministic way using GHZ
state as the quantum channel with unit successful probability if controller cooperates with
it. In the communication processes, with the assistance of a strong classical driving field,
the interactions between atoms and a single-mode nonresonant cavity substitute the gener-
alized joint Bell-basis measurements. So this scheme only need separate measurements. In
addition, the scheme is insensitive to the cavity decay and the thermal field. The discussion
of the scheme indicates that it is simple and realizable with present technology.

Keywords Controlled quantum secure direct communication · Separate measurements ·
Cavity QED

1 Introduction

Quantum key distribution (QKD) is one of many important branches in quantum cryptog-
raphy and has promising applications in quantum information processing. The main aim of
QKD is to provide a secure way for creating a secret key between distant legitimate parties,
Alice and Bob, over a long distance, in the presence of an eavesdropper, Eve, who interferes
with the signals. Since Bennett and Brassard [1] proposed the standard BB84 protocol, QKD
has attracted a widespread attention and progressed quickly on both theoretical and experi-
mental aspects [2–5]. Recently, a novel quantum secure direct communication (QSDC) pro-
tocol has been presented and actively pursued by some groups [6–38]. Different from QKD,
QSDC is the direct communication of secret messages without first establishing a key to en-
crypt them. In one kind of QSDC protocols, it is necessary to send the qubits carrying secret
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message in the public channel. Therefore a potential eavesdropper can interfere the transmit-
ting qubits. In order to prevent the qubits from being transmitted in the public channel, based
on entanglement swapping and Bell basis measurement, many protocols on quantum secure
direct communication have been put forward using EPR pairs or GHZ states. Since it is not
necessary to transmit the secret message in the public channel, information is secure as long
as the quantum channel is perfect. Controlled quantum communication scheme was first
presented by Karlsson and Bourennane [39], which achieves the task that the secret can not
be transmitted between the sender and receiver if the controller does not cooperate. The role
of the controllers is that they have the right to decide whether and when the task should be
processed. Controlled communication is useful in networked quantum information process-
ing and cryptographic conferences, and therefore, a great number of works about it have
been proposed [40–47]. The basic idea of a controlled QSDC scheme is to let the secret
messages be recovered by a remote receiver only when he cooperates with the controllers.
It is similar to another branch of quantum communication, quantum state sharing (QSTS)
[48–54], whose task is to let several receivers share an unknown secret message with co-
operations. Essentially one receiver can reconstruct the originally unknown state with the
help of others. In principle, almost all the QSTS schemes can be used for controlled QSDC
with or without a little modification, and vice versa. Moreover, most of the QSDC schemes
require Bell-basis measurement (BM) or GHZ-basis measurement (GHZM). However, the
realization of the BM or GHZM is still difficult in experiments. To overcome this difficulty,
a great number of quantum communication protocols have been proposed by using cavity
QED technology [55–62].

In this paper, we propose a experimentally feasible new protocol for controlled quantum
secure direct communication in cavity QED. Compared with the previous schemes, our pro-
tocols have the following distinct advantages: (1) The scheme utilizes entangled atoms as
the quantum channel. QED technique has also been implemented on the first experimental
realization of the atomic qubits in ion-trap system by Riebe et al. [63] and Barrett et al. [64].
It is more applicable in the real world. (2) In this paper, no qubits carrying the secret mes-
sages are transmitted between two communicators, so the scheme is completely secure if
perfect quantum channels are used. (3) In the former studies, the interaction between atoms
and cavity is a resonant one, but the atomic spontaneous emission and cavity decay are the
main sources of decoherence. The cavity decay and the thermal field will affect the scheme
strongly. In our scheme, the cavity is only virtually excited and thus the efficient decoher-
ence time of the cavity is greatly prolonged. (4) However, in experiments, the realization of
the joint Bell state measurement is still difficult in quantum direct communication: although
the joint operation has been realized, the operations needed are very complex. The scheme
in this paper overcomes the difficulty of the Bell state measurement, as what is necessary is
not the joint measurement to identify Bell states but a separate measurement in the cavity
QED. (5) More importantly, the communication between two sides depends on the agree-
ment of the third side, so the legitimate user can receive different secret messages in a direct
way by using Greenberger-Horne-Zeilinger state only if controller cooperates with it. The
probability of the success in our scheme is 1.0. Due to these advantages, our scheme is easier
to implement experimentally and may open promising prospects for quantum information
manipulation.

2 Model

We consider two identical two-level atoms simultaneously interacting with a single-mode
cavity field and driven by a classical field. In the rotating-wave approximation, the Hamil-
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tonian is

H = ω0Sz + ωaa
+a +

2∑

j=1

[g(a+S−
j + aS+

j ) + �(S+
j e−iωt + S−

j eiωt )], (1)

where Sz = 1
2

∑
j=1,2 |ej 〉〈ej | − |gj 〉〈gj |, S+

j = |ej 〉〈gj |, S−
j = |gj 〉〈ej |, and |ej 〉, |gj 〉 are the

excited and ground state of the j th atom, respectively. a+, a are the creation and annihi-
lation operators for the cavity mode, g is the atom-cavity coupling strength, � is the Rabi
frequency, ω0 is the atomic transition frequency, ωa is the cavity frequency, and ω is the
frequency of the classical field.

Suppose ω0 = ω, in the interaction picture, the evolution operator of the system is given
by

U(t) = exp(−iH0t) exp(−iHet), (2)

where H0 = �
∑

j=1,2(S
+
j + S−

j ), He is the effective Hamiltonian. In the strong driving
regime � � δ, g (δ is the detuning between the atomic transition frequency ω0 and cavity
frequency ωa) and in the case δ � g, there is no energy exchange between the atomic system
and the cavity thus the scheme is insensitive to both cavity decay and the thermal field. Then
in the interaction picture, the effective interaction Hamiltonian reads [65]

He = λ

2

[
2∑

j=1

(|e〉jj 〈e| + |g〉jj 〈g|) +
2∑

i,j=1,i �=j

(S+
i S−

j + S+
i S+

j + H.C.)

]
, (3)

where λ = g2/2δ.
If two atoms are sent into the cavity described above simultaneously and interact with it,

at the same time the atoms are driven by a classical field. The state of the two atoms will
undergo the following evolution:

|ee〉jk −→ e−iλt [cosλt(cos�t |e〉j − i sin�t |g〉j ) × (cos�t |e〉k − i sin�t |g〉k)
− i sinλt(cos�t |g〉j − i sin�t |e〉j ) × (cos�t |g〉k − i sin�t |e〉k)], (4)

|eg〉jk −→ e−iλt [cosλt(cos�t |e〉j − i sin�t |g〉j ) × (cos�t |g〉k − i sin�t |e〉k)
− i sinλt(cos�t |g〉j − i sin�t |e〉j ) × (cos�t |e〉k − i sin�t |g〉k)], (5)

|ge〉jk −→ e−iλt [cosλt(cos�t |g〉j − i sin�t |e〉j ) × (cos�t |e〉k − i sin�t |g〉k)
− i sinλt(cos�t |e〉j − i sin�t |g〉j ) × (cos�t |g〉k − i sin�t |e〉k)], (6)

|gg〉jk −→ e−iλt [cosλt(cos�t |g〉j − i sin�t |e〉j ) × (cos�t |g〉k − i sin�t |e〉k)
− i sinλt(cos�t |e〉j − i sin�t |g〉j ) × (cos�t |e〉k − i sin�t |g〉k)]. (7)

3 Controlled Quantum Secure Direct Communication Protocol

In this section, we assume the quantum channel is a maximally three-atom GHZ entangled
state and a maximally two-atom entangled state, i.e. |ψ−〉125 = 1√

2
(|g〉|e〉|e〉 − i|e〉|g〉|g〉),

|ψ−〉34 = 1√
2
(|g〉|e〉 − i|e〉|g〉). Here the atoms 1, 3 belong to the sender Alice, atoms 2,

4 belong to the receiver Bob, and atom 5 the controlling atom belongs to Charlie. In our
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scheme, we will encode information using the following four local unitary operators. It is
easily verified that, the four Bell states can be transformed into each other by some unitary
operations, which can be performed locally with nonlocal effects. For examples: Let U00,
U01, U10, U11 be in turn the unitary operations

( 1 0
0 1

)
,
( 1 0

0 −1

)
,
( 0 1

1 0

)
,
( 0 −1

1 0

)
respectively, then

|ψ−
34〉 will be in turn transformed into |ψ−

34〉, |ψ+
34〉, |φ−

34〉, |φ+
34〉 after the unitary operations

U00, U01, U10, U11 on anyone atom of the pair, respectively. Assume that each of the above
four unitary operations corresponds to a two-bit encoding respectively, i.e., U00 to ‘00’, U01

to ‘01’, U10 to ‘10’ and U11 to ‘11’. Then, taking advantage of quantum entanglement and
the assumption of the two-bit codings, a controlled quantum secure direct communication
protocol is proposed. It can be verified that the state of the total system will evolve into the
following state:

|ψ−〉125 ⊗ |ψ−〉34 = 1

4
[(|gg〉13 − i|ee〉13)(|ee〉24 − i|gg〉24)|e〉5

− i(|eg〉13 − i|ge〉13)(|ge〉24 − i|eg〉24)|g〉5

− i(|ge〉13 − i|eg〉13)(|eg〉24 − i|ge〉24)|e〉5

− (|ee〉13 − i|gg〉13)(|gg〉24 − i|ee〉24)|g〉5], (8)

by selecting the interaction time which satisfies λt = π
4 and making the Rabi frequency

which satisfies �t = π . From (8) we observe that atoms 2 and 4 collapse into a separate
state if one detects the state of atoms 1 and 3 after they fly out of the cavity. However, for
a known initial state, after the interaction, the detection results of atoms 1 and 3 are not
correlated to the state of the atoms 2 and 4. For example, if Alice measures the result of
atoms 1 and 3 in |ee〉13, the state of the atoms 2 and 4 will collapse into |ee〉24 or |gg〉24 even
if Charlie informs Alice and Bob of his measurement results via classical communication.
That is to say, the controlled quantum secure direct communication protocol failed. In the
above description |ψ〉12 ⊗ |ψ〉34 is chosen as the initial state of the total system. In fact,
similar results can also be achieved provided that other choices of the initial states are given
and the condition of evolving process is same as the case presented above. We can hold the
following equations if we change the initial state of atoms 3 and 4.

|ψ−〉125 ⊗ |ψ+〉34 = 1

4
[(|gg〉13 − i|ee〉13)(|ee〉24 − i|gg〉24)|e〉5

− i(|eg〉13 − i|ge〉13)(|ge〉24 − i|eg〉24)|g〉5

+ i(|ge〉13 − i|eg〉13)(|eg〉24 − i|ge〉24)|e〉5

+ (|ee〉13 − i|gg〉13)(|gg〉24 − i|ee〉24)|g〉5], (9)

|ψ−〉125 ⊗ |φ−〉34 = 1

4
[(|ge〉13 − i|eg〉13)(|ee〉24 − i|gg〉24)|e〉5

− i(|ee〉13 − i|gg〉13)(|ge〉24 − i|eg〉24)|g〉5

− i(|gg〉13 − i|ee〉13)(|eg〉24 − i|ge〉24)|e〉5

− (|eg〉13 − i|ge〉13)(|gg〉24 − i|ee〉24)|g〉5], (10)

|ψ−〉125 ⊗ |φ+〉34 = 1

4
[(|ge〉13 − i|eg〉13)(|ee〉24 − i|gg〉24)|e〉5

− i(|ee〉13 − i|gg〉13)(|ge〉24 − i|eg〉24)|g〉5
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+ i(|gg〉13 − i|ee〉13)(|eg〉24 − i|ge〉24)|e〉5

+ (|eg〉13 − i|ge〉13)(|gg〉24 − i|ee〉24)|g〉5]. (11)

From (8)–(11) one can see that different results by the detection of atoms 1, 3 and 2,
4 do not correspond to different initial states for the above four known initial states. For
examples, when |ee〉13 and |ee〉24 are obtained, the initial state may be |ψ−〉12 ⊗ |ψ+〉34 or
|ψ−〉12 ⊗ |ψ−〉34; while if |eg〉13 and |ee〉24 are obtained, the initial state may be |ψ−〉12 ⊗
|φ+〉34 or |ψ−〉12 ⊗ |φ−〉34; and so on.
If Charlie would like to help Bob with the communication, he should perform the Hadamard
operation in the following forms on atom 5 in the basis |g〉, |e〉.

H |g〉 = 1√
2
(|g〉 + |e〉),H |e〉 = 1√

2
(|g〉 − |e〉), (12)

the evolution of the total system in (8)–(11) is presented as follows

|ψ−〉125 ⊗ |ψ−〉34 =
√

2

4
[(−|ee〉13|gg〉24 − |eg〉13|eg〉24 − |ge〉13|ge〉24

+ |gg〉13|ee〉24)|g〉5] + i(|ee〉13|ee〉24 − |eg〉13|ge〉24

+ |ge〉13|eg〉24 + |gg〉13|gg〉24)|e〉5], (13)

|ψ−〉125 ⊗ |ψ+〉34 = 1

2
[(−i|ee〉13|ee〉24 − i|eg〉13|ge〉24 + i|ge〉13|eg〉24

− i|gg〉13|gg〉24])|g〉5] + (|ee〉13|gg〉24 − |eg〉13|eg〉24

− |ge〉13|ge〉24 − |gg〉13|ee〉24)|e〉5], (14)

|ψ−〉125 ⊗ |φ−〉34 = 1

2
[(−|ee〉13|eg〉24 − |eg〉13|gg〉24 + |ge〉13|ee〉24

− |gg〉13|ge〉24)|g〉5 + i(−|ee〉13|ge〉24 − |eg〉13|ee〉24

− |ge〉13|gg〉24 + |gg〉13|eg〉24)|e〉5], (15)

|ψ−〉125 ⊗ |φ+〉34 = 1

2
[i(−|eg〉13|ee〉24 − |ge〉13|gg〉24 + |gg〉13|eg〉24

− |ee〉13|ge〉24)|g〉5 + (−|ge〉13|ee〉24 + |eg〉13|gg〉24

− |gg〉13|ge〉24 − |ee〉13|eg〉24)|e〉5]. (16)

From (13)–(16) we can see that, different results by the detection of atoms 1, 3 and 2, 4
do correspond to different initial states for the above four known initial states under the
permission of the controller. If Charlie allows the communications between the two users,
he performs measurements on his qubit in the state |g〉5, for the unitary operations U00, if
atoms 1 and 3 are detected in the sate |ee〉13 (|eg〉13, |ge〉13, |gg〉13), atoms 2 and 4 will
collapse affirmatively into |gg〉24 (|eg〉24, |ge〉24, |ee〉24) with probability 1

4 , thus the total
success probability of detection results is equal to 1. Meanwhile, if Alice and Charlie publish
their operation information, accordingly, Bob can deduce the initial state of atoms 1, 2, 3, 4,
alternatively, he can extract the messages. This means that for a known initial state, after the
interaction, the detection results of atoms 1 and 3 are correlated to the state of the atoms 2
and 4.
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Let us turn to depict our communication protocol. To begin with, we assumed Alice and
Bob have shared a large enough number of two-atom and three-atom maximally entangled
state, all in the same state |ψ−〉abc with atom a at Alice’s site, b at Bob’s hand and c at
Charlie’s hand, which can be achieved during the free time of communication. Suppose in
a certain communication run, Alice wants to send a two-bit classical messages (m,n), with
(m,n) ∈ {0,1} to Bob. Then the procedure can be implemented as follows.

(S1) Alice selects a two-atom and three-atom maximally entangled state, say, |ψ−〉125 and
|ψ−〉34, as the quantum channels, with atoms 1, 3 at Alice’s hand, Bob possesses 2,
4 and Charlie has atom 5. For two bits of messages (m,n), Alice encodes the mes-
sages on one of her two atoms 1 and 3 by performing a local unitary operation Um,n,
respectively. Then Alice sends these two atoms 1 and 3 into a single-mode cavity and
interact with it simultaneously, at the same time the system are driven by a classical
field. The evolution operator of the system is given in (4)–(7). By selecting interac-
tion time which satisfies λt = π/4 and making the Rabi frequency which satisfies
�t = π , the evolution of the total system is presented in (8)–(11). After the atoms
1 and 3 fly out the cavity, Alice detects the states of them, respectively. Alice in-
forms Bob of the conclusion of her operations and the detection results of atoms 1
and 3.

(S2) After receiving Alice’s information, Bob sends atoms 2 and 4 into a cavity and in-
teract with it simultaneously, at the same time two atoms are driven by a classical
field. The system evolution is described by (4)–(7). Bob chooses the interaction time
and Rabi frequency appropriately such that λt = π/4, �t = π , the evolution of the
total states is given in (8)–(11). Then Bob detects the states of atoms 2 and 4 respec-
tively.

(S3) Firstly, Bob gets nothing without the help of controller Charlie, as there will be
no perfect quantum channel between Alice and Bob. As a consequence, Bob can-
not extract Alice’s secret messages solely, and the controlled quantum secure direct
communication protocol failed. Suppose that the administrative personnel of server,
Charlie, wishes to control the correspondence between users. This means that if and
only if attaining his permissibility, one can correspond with another. Moreover, the
users can make their communication secret to Charlie and not altered during trans-
mission. If Charlie would like to help Alice and Bob to communicate, he first per-
forms a Hadamard operation on his atom. After the above operations, then he mea-
sures the atom and informs Alice and Bob of his measurement results via clas-
sical communication. The procedure goes. Based on Alice’s public announcement
and his own detection results, Bob can conclude the operation performed by Al-
ice. Alternatively, he can extract the two-bit messages Alice sends to him (see Ta-
ble 1).

For example, if Alice wants to send two bits messages (i, j) to Bob. Firstly, Alice per-
forms an operation Uij on atoms 1 or 3 randomly. After the evolution of the atoms and
the cavity, we assume Alice’s detection results on atoms 1 and 3 is |ee〉1,3. Now Alice
informs Bob of the result of the measurement by the classical channels, after Charlie re-
ceives the information, Charlie performs a Hadamard operation on his atom. If his detection
results on atoms 5 is |e〉5, in the following, through the evolution process of atoms 2, 4
with the cavity, Bob will obtain the state |eg〉2,4. Accordingly, Bob can deduce the initial
state of atoms 1, 2, 3, 4, 5 is |ψ−〉1,2,5 ⊗ |φ+〉3,4, alternatively, he can extract the mes-
sages (1,1).
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Table 1 Corresponding relations among the unitary operations (i.e., the encoding bits), the initial states, and
Alice’s, Bob’s and Charlie’s detection results

Alice Charlie Bob Encoding Alice Charlie Bob Encoding

|ee〉13 |e〉5 |ee〉24 U00 |ee〉13 |g〉5 |ee〉24 U01

|eg〉13 |e〉5 |ee〉24 U10 |eg〉13 |g〉5 |ee〉24 U11

|ge〉13 |e〉5 |ee〉24 U11 |ge〉13 |g〉5 |ee〉24 U10

|gg〉13 |e〉5 |ee〉24 U01 |gg〉13 |g〉5 |ee〉24 U00

|ee〉13 |e〉5 |eg〉24 U11 |ee〉13 |g〉5 |eg〉24 U10

|eg〉13 |e〉5 |eg〉24 U01 |eg〉13 |g〉5 |eg〉24 U00

|ge〉13 |e〉5 |eg〉24 U00 |ge〉13 |g〉5 |eg〉24 U01

|gg〉13 |e〉5 |eg〉24 U10 |gg〉13 |g〉5 |eg〉24 U11

|ee〉13 |e〉5 |ge〉24 U10 |ee〉13 |g〉5 |ge〉24 U11

|eg〉13 |e〉5 |ge〉24 U00 |eg〉13 |g〉5 |ge〉24 U01

|ge〉13 |e〉5 |ge〉24 U01 |ge〉13 |g〉5 |ge〉24 U00

|gg〉13 |e〉5 |ge〉24 U11 |gg〉13 |g〉5 |ge〉24 U10

|ee〉13 |e〉5 |gg〉24 U01 |ee〉13 |g〉5 |gg〉24 U00

|eg〉13 |e〉5 |gg〉24 U11 |eg〉13 |g〉5 |gg〉24 U10

|ge〉13 |e〉5 |gg〉24 U10 |ge〉13 |g〉5 |gg〉24 U11

|gg〉13 |e〉5 |gg〉24 U00 |gg〉13 |g〉5 |gg〉24 U01

4 Conclusions and Discussions

In the present protocol, we propose a experimentally feasible new protocol for controlled
quantum secure direct communication in cavity QED using the property of local separate
measurements instead of joint Bell-state measurement. If the sender (Alice) wants to trans-
mit messages to the receiver (Bob), Charlie must take a Hadamard operation on each of his
atom, measure it, and tell the results to Bob and Alice. When GHZ entangled state is suc-
cessfully shared, no qubit has to be exchanged in a quantum channel. If no eavesdropping
is found in the checking procedure, the secret messages can be transmitted successfully.
Because there is not a transmission of the qubit that carries the secret messages between
Alice and Bob in a public channel, it is completely secure for controlled secure direct com-
munication if a perfect quantum channel is used. After insuring the security of the quan-
tum channels, if Charlie would like to help Alice and Bob to communicate, Alice and Bob
can communicate secret messages directly under the control of the third side Charlie. Only
with the help of controller Charlie, the sender and the receiver can implement secure direct
communication successfully. This protocol can also be generalized to a multi-party control
system in which N parties share a large number of N -particle GHZ entangled states. The
multi-party controlled secure direct communication can also succeed, anyone of the multi-
partners can send messages to any receiver secretly with the help of controllers by using
a local operation and a public channel. Since the message transferred only by using local
operations and public channels after entanglement was successfully distributed, this proto-
col can protect the communication against the destroying-travel-qubit-type attack. Finally,
to discuss the feasibility of our procedure, we consider the typical experimental values of
the parameters for Rydberg atoms with principal quantum numbers 49, 50, 51, the radiative
time is about Tr = 3 × 10−2 s, and the coupling constant is g = 2π × 24 kHz. For a normal
cavity, the decay time can reach Tc = 1.0 × 10−3 s [66]. Then we get that the interaction
time of atom and cavity is on the order of 10−4 s. Then the total time for the whole system
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is much shorter than Tr and Tc . Two-atom maximally entangled state can be readily pre-
pared by atom-cavity field interaction and has been experimentally realized [67]. Hence, the
present scheme might be realizable based on cavity QED.
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